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How to use Data Protector 6.0 or 6.10 with
Exchange Recovery Storage Groups to restore
a single mailbox
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Introduction

Being able to backup and restore Exchange individual mailboxes is a high priority in many environments.
Data Protector provides this functionality in the “Single Mailbox Backup/Restore” feature.

The Single Mailbox Backup/Restore feature uses the Microsoft MAPI protocol, which has limitations
regarding performance. For best performance, you need either to select a relatively small number of
mailboxes to be backed up, or use the feature in smaller Exchange environments.

For many customers, the ability to be able to recover every mailbox individually is a high priority.
Performance limitations of Single Mailbox Backup/Restore in large environments present significant
challenges to backup administrators.

However, beginning with Exchange 2003, Microsoft introduced the “Recovery Storage Group” feature.
This enables you to recover individual mailboxes without sacrificing backup performance speeds. This
paper describes how to use this feature.

This document has been written to encompass Data Protector 6.0, 6.10 and Exchange 2003, 2007.



Exchange 2003

Creating a Recovery Storage Group
To create a Recovery Storage Group:
1. Start Exchange System Manager.

2. Expand Administrative Groups (if appropriate), expand AdministrativeGroupName (if appropriate),
and then expand Servers.

3. Rightclick ServerName, point to New, and then click Recovery Storage Group.
4. In the Name box, type a name for the Recovery Storage Group.

Try to use the same name that you used for the original storage group. If you receive an error message
similar to the following, use a different name for the Recovery Storage Group:

The object StorageGroupName already exists. Enter a unique directory name for this object.

5. Fill in the Transaction log location and in the System path location boxes. Make sure that the
location you specify for the transaction log files for the Recovery Storage Group is different from the
location specified for the transaction log for the original storage group.

6. Click ok.
7. Rightclick the Recovery Storage Group that you created, and click Add Database to Recover.

8. In the Select database to recover dialog box, click the mailbox store that you want to add to the
Recovery Storage Group, and click OK.

9. In the Mailbox Store Properties dialog box, review the properties of the mailbox store, and then click
OK.

In the example below note that the Mailbox Store is dismounted. Leave it dismounted.
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10.Close Exchange System Manager.

Restoring the Information Store using Data Protector
1. Start the Data Protector Manager GUI.

2. Select the Restore context.

3. Expand MS Exchange Server.

4. Expand the Exchange Server Name you wish to recover to.

5

. Doubleclick MS Exchange Server [Microsoft Exchange Server (Microsoft Information
Store)].

6. Select the Mailbox Store which you specified in step 8 of Creating a Recovery Storage Group (Select
database to recover).



Source lelions] Devices] Media]

Select the Microzoft Exchange Server components that vou would like to res
[

Mame | Selected Wersior
/First Storage Group/LOGS /Logs n'a
v AFirst Storage GroupSTORE /M ailbox Store [LIFESOM) 1/6/200911:4..
/First Storage Group/S TORE /Public Folder Store [LIFESOM] n/a
/First Storage Group/STORE /public 2 n'a
fSecond Storage Group/LOGS /Logs n'a
MSecond Storage GroupSTORE /M ailbox Store n'a
/Second Storage Group/STORE /Public Folder Stare n'a
MSecond Storage Group/STORE /public 2 n'a

7. Select the Options tab and define the directory for temporary log files. Select the check boxes Last
restore set, Mount databases after recovery, and Last consistent state.
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Source  Optians lDevices] Media ]

Select the Micrasoft Exchange Server options.
=

[~ Restore to another client |

Directary for tempararny log files |c:\temp

[v Last restore set [start recovery)

[v ount databases after recovery

8. Click on the Action Menu Bar and select Start Restore.
9. Respond to the Restore wizard if appropriate and then click Finish.

10.Observe the restore progress and address any error messages as appropriate.

From: REMA@lifeson dptestdomain cup hp com "HP:C15374_lifeson" Tine: 9-12-2009 2:20:22 AW
STARTING Media Agent "HP:C15374 lifeson'

From: OBZBAE Mailbox Store@lifeson. dptestdomain.cup.hp.com "Microsoft Exchange Server (Microsoft Information Store)”

Starting CB2BAR Restore: lifeson.dptestdomain.cup. hp com: ~Hicroszoft Exchange Server (Hicrosoft Information Store)-Third Storag

From: OB2BAE Mailbox Store@lifeson.dptestdomain.cup.hp.com "Hicrosoft Exchange Server (Hicrosoft Information Store)"

Completed OBZBAR Restore: lifeson.dptestdomain.cup.hp.com:-Hicrosoft Exchange Server (Microsoft Information Store)-Third Stors

From: OB2BAR _Third Storage Group@lifeson dptestdonain cup hp com "Hicro=oft Exchange Serwver (MHicros=oft Information Store)"
Starting CB2BAR Restore: lifeson.dptestdomain.cup. hp com: ~Hicrosoft Ezchange Server (Hicrosoft Information Store)~Third Storag

From: OB2EBAE_Third Storage Group@lifeson.dptestdomain cup hp.com "Microsoft Exchange Serwver (Microsoft Information Store)”
Conpleted OBZBAR Restore: lifeson.dptestdomain.cup.hp.com:-Hicrosoft Exchange Server (Microsoft Information Store)-Third Storas

From: CB2BAE Third Storage Group@lifeson.dptestdonain cup hp.com "Hicrosoft Exchange Server (Hicrosoft Information Store)"

Waiting for recovery to complete for Third Storage Group

From: OB2BAR _Third Storage Group@lifeson dptestdonain cup hp com "Hicro=oft Exchange Serwver (MHicros=oft Information Store)"

Databases will be mounted if recovery conpletes successfully

From: OBZEBAE Third Storage Group@lifeson.dptestdomain cup. hp.com "Microsoft Exchange Server (Microsoft Information Store)”

Database will be restored to the last consistent state.

From: RSEH@lifeson . dptestdomain.cup hp.com """ Time: 9-12-2009 2:22:24 AH
COBZ2BEAR application on "lifeson.dptestdomain.cup.hp.com" disconnected.

From: EMA@lifeson . dptestdomain.cup hp.com "HP:C15374_lifeson" Tine: 9-12-2009 2:22:46 AN
COMPLETED Media Agent "HF:C15374_ lifeson”

11.After the Data Protector Restore has completed successfully, start the Exchange System Manager. Close
the Data Protector Manager.

12.Expand Administrative Groups (if appropriate), expand AdministrativeGroupName (if appropriate),
and then expand Servers.

13.Expand the appropriate Server, expand Recovery Storage Group, expand Mailbox Store,
expand Mailboxes.



Observe the existence of user mailboxes.

Mailbio Last Logoged on By Size (KB Tokal Tkems
&Administrator DPTESTDOMAIN\administratar 495 100
&Darrell L. Brown  DPTESTDOMAIN|adminiskrator 345 a0
&Edward W, Luh,,, DPTESTDOMAIM\administrator 255 52
&Jack Black, DPTESTDOMAIN, administrator 36 9

&Jerry d. Overman DPTESTDOMAIN\adminiskrator 39 11
&Mike L. Foo DPTESTDOMAIN, administratar 36 9
&SMTF‘ (LIFEZD,.. DPTESTDOMAIN|adminiskrator 1] 1]
&System attend.., DPTESTDOMAIM\administrator 0 ]
&SystemMailhox. .. DPTESTDOMAIN\administrator 361 401

14.Close the Exchange System Manager.

Using EXMERGE to recover a single mailbox

1. You may need to download exmerge.exe from the Microsoft Web site:
http://www.microsoft.com/downloads/details.aspx?familyid=429163EC-DCDF-47DC-96DA-

1C12D67327D5&displaylang=en.

Be sure that you download the correct version of exmerge for your version of Exchange.

2. Execute exmerge.exe to start the Mailbox Merge wizard. Follow the instructions on screen.

3. Start Outlook and open the PST file to find the emails you are inferested in recovering.


http://www.microsoft.com/downloads/details.aspx?familyid=429163EC-DCDF-47DC-96DA-1C12D67327D5&displaylang=en�
http://www.microsoft.com/downloads/details.aspx?familyid=429163EC-DCDF-47DC-96DA-1C12D67327D5&displaylang=en�

Exchange 2007

Creating a Recovery Storage Group

To create a Recovery Storage Group:

1. Start the Exchange Management Console.

Double-lick on the Toolbox.

Double-click on Database Recovery Management.

Enter an identifying label for this activity and click Next.
Click Create a recovery storage group.

Select the Storage Group you want to link with the Recovery Storage Group.

Click Next.

N o 0~ w0

Note: After you have linked the Recovery Storage Group to the Storage Group you intend to restore,
the restore will write the data to the Recovery Storage Group instead of overwriting the regular Storage
Group.

8. Review the paths in the fields below and click Create the recovery storage group.

& Microsoft Exchange Troubleshooting Assistant

. - - e
Microsoft Exchange Troubleshooting Assistant A lindows Server System
[ welcome

Create the Recovery Storage Group
[ Select a task
Server name: pert
[ Restart t task
estart cumrEnttas Linked storage group: First Storage Group
[ Select aresul file to view
Recovery storage group name:
B iew a repart
Transaction log file folder
See also
[ The Exchange Original storage group [Enn.log) log path: IC.\ngram FilesMicrosoft\Exchange Server\Maibox\First Storage Group

.;rsililsilaansthHDg\tgg Recovery storage group (RO0.log) lag path: IC.\ngram FilesMicrosoft\Exchange Server\Maibox\First Storage GrouphR Browse..
[ &bout the Exchange System folder and checkpoint file folder

Troubleshooting

Assistant Original storage: group [Enn.chk) path: |C:\ngram FilestMicrosofth\Exchangs 5 erver\Mailbox\First Storage Group
L1 Send feedback and Fecovery storage group (RO0.chk] path |C:\ngram FilesMicrosofth\Exchangs 5 erver\Mailbox\First Storage GroupsR Browse..

suggestions sbout this

tool to Microsoft Database folders and file names
[J Updates and Customer -

Feedback Databass name: Mailbow D atabage

8 Database path: C:4Program Files'MicrosofthiExchange Server\Maibox\First Storage Grouphhd
s = - = -
Fiecavery database path: C:\Program Files\MicrosofthExchange S erver\Mailbox\First Storage GrouphR Browse..
Getting Run Infarmation g g g a —I
Select Task
Checking if unning on Edgs Tra Previous EI Create the recovery starage group

9. Examine the next screen and troubleshoot accordingly if there are errors.



B Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant e s
|

[ welcome
[ Select a task
L1 Restart current task

[ Select aresul file to view

E iew 5 report

See also

[ The Exchange
Troubleshooting
Assistant Help

[ About the Exchange
Troubleshooting
Aazistant

[ Send feedback and
suggestions about this
tanl to Microsoft

[J Updates and Customer
Feedback

Steps:

Getting Run Information

Select Task

Checking if running on Edge Trat
Read Registry Information

Enter Server and User Informatio
Check Connectivity

Rietrieve Infoimation From Active
Task Center

Select Original Storage Group St
Generate Temp Data

Create R5G Step

Creating Recovery Storage Grou
Dizplay RSG Creation Result

4 i

Create the Recovery Storage Group Result
Server name; pert
Linked storage group name: First Storage Group

Recoveny storage group name: Recovery Storage Group

Display Result

@ Frint report Export report }} Find Arnange by: Severity j

Databaze [Mailbox Database] has been added into the recovery storage group

Successfully created the recovery storage group

Y'ou can now move, copy of restore database and transaction log files to the recovery storage group paths. ‘when you are ready to mount databases in the recovery
storage group, go to the task center of start this analyzer again. If the domain controller you specified is different from the domain controller that the Exchange server is
using, pou may need to wait for the change to be replicated.

(Y) Show Create Recovery Storage Group Information

[EY Go back to task center

S2007 Miciosoft Corporation. Al rights reserved.

10.Close the Exchange Management Console.

Restoring the Information Store using Data Protector

1.

2
3
4.
5

Start the Data Protector Manager GUI.

Select the Restore context.

Expand MS Exchange Server.

Expand the Exchange Server Name you wish to recover to.

Doubleclick MS Exchange Server [Microsoft Exchange Server (Microsoft Information

Store)].

Select the Mailbox Store to which you linked the Recovery Storage Group earlier.

=

Source |Dplions| Devicesl Medial

Select the Microzoft Exchange Server components that you vwould like to res

MHane | Selected Versior
i—- fFirst Storage Group/LOGS ALogs n'a
|7- /First Storage Group/STORE /Mailbox Store [LIFESON] 1/6/2009117:4. .
i—- fFirgt Storage Group/STORE /Public Folder Store [LIFESOM] n/a
l_- /First Storage Group/STORE /public 2 n'a
i—- MSecond Storage Group/LOGS ALogs n'a
l_- #Second Storage GroupdSTORE /M ailbox Store n'a
e /Second Starage Group/S TORE/Public Folder Store n/a
l_- /Second Starage Group/STORE /public 2 n'a

7. Select the Options tab and define the directory for temporary log files. Select the check boxes Last
restore set, Mount databases after recovery, and Last consistent state.



_-||JEW||_W||—HI-;|L%| 3 |JI_'-‘F'LE"I“—-"1"""’

Source  Optians I Devicesl Media I

Select the Microzoft Exchange Server ophions.
=

[~ Restare to anather client IIifESDn.dptesthmain.u:up.hp.u:u::m

Diirectory for termporary log files ICZ'\tEI‘nD

¥ Last restore set [start recoveny)

v Mount databases after recoveny

[ Last conzistent state

8. Click on the Action Menu Bar and select Start Restore.
9. Respond to the Restore wizard if appropriate when necessary and then click Finish.

10.Observe the restore progress and address any error messages as appropriate. '

[Hormal] From: EMA@lifeson dptestdomain cup hp com "HP:C15374_lifeson" Tine: 9412-2009 2:20:22 AW
STARTING Media Agent "HP:C15374 lifeson'

[Hormal] From: OB2BARE Mailbox Store@lifeson.dptestdomain.cup.hp.con "Microsoft Exchange Server (Microsoft Information Store)” Time:
Starting CB2BAR Restore: lifeson.dptestdomain.cup. hp com: ~Hicroszoft Exchange Server (Hicrosoft Information Store)-Third Storag

[Hormal] From: OB2BAR Mailbox Store@lifeson.dptestdomain.cup.hp.con "Hicrosoft Exchange Server (Hicrosoft Information Store)” Time:
Completed OBZBAR Restore: lifeson.dptestdomain.cup.hp.com:-Hicrosoft Exchange Server (Microsoft Information Store)-Third Stors

[Hormal] From: OB2BAR _Third Storage Group@lifeson dptestdomain cup hp com "Micro=oft Exchange Server (Microsoft Information Store)"
Starting CB2BAR Restore: lifeson.dptestdomain.cup. hp com: ~Hicrosoft Ezchange Server (Hicrosoft Information Store)~Third Storag

[Hormal] From: OQOB2BARE Third Storage Group@lifeson.dptestdomain. cup hp.com “Microsoft Exchange Serwver (Microsoft Information Store)”
Conpleted OBZBAR Restore: lifeson.dptestdomain.cup.hp.com:-Hicrosoft Exchange Server (Microsoft Information Store)-Third Storas

[Hormal] From: OB2BAR Third Storage Group@lifeson.dptestdomain. cup hp.com "Hicrosoft Ezxchange Server (Microsoft Information Store)"
Waiting for recovery to complete for Third Storage Group

[Hormal] From: OB2BAR _Third Storage Group@lifeson dptestdomain cup hp com "Micro=oft Exchange Server (Microsoft Information Store)"
Databases will be mounted if recovery conpletes successfully

[Hormal] From: OB2BARE Third Storage Group@lifeson.dptestdomain. cup hp.com “Microsoft Exchange Serwver (Microsoft Information Store)”
Database will be restored to the last consistent state.

[Hormal] From: RSH@lifeson.dptestdomain.cup. hp.com "' Time: 9-12-2009 2:22:24 AM

COBZ2BEAR application on "lifeson.dptestdomain.cup.hp.com" disconnected.

[Hormal] From: EMA@lifeson . dptestdomain.cup hp.com "HP:C15374_lifeson" Tine: 9-12-2009 2:22:46 AN
COMPLETED Media Agent "HF:C15374_ lifeson”

11.After the Data Protector restore has completed successfully, close the Data Protector Manager.

Using the Exchange Management Console to recover a single mailbox
1. Start the Exchange Management Console.

2. Double-click on Toolbox.

3. Doubleclick on Database Recovery Management.

4

Enter an identifying label and click Next.
|

Enter Server and User Information

Enter an identifving label for this actiity: IMergE ailbos Contents




5. Click Merge or copy mailbox contents.
6. Click Gather merge information.
7. Click Perform pre-merge tasks.

8. Select the mailboxes that you would like to recover.

Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant

iy et
5 Windows Server System

[ welcome
L1 Select atask
1 Restart curment task

[ Select a result file to view

E “iew a report

See also

Select Mailboxes to Copy or Merge

Server name: pert

Recovery storage group name: Recovery Storage Group
Linked storage group name: First Storage Group
Selected database name: Mailbox Database

Linked database name: Mailbox Database

Matched mailboxes

[ The Exchangs
Troubleshaoting
Aggiztant Help

L] About the Exchange
Troubleshaooting
Agsistant

] Send feedback and
suggestions about this
toal to Microsoft

| Mailbox GUID
13341 e02-0482-4ifF-3490- 1 FdM0EIR1
5 fef20-120e-41 7e-bb 0-d51 Be2d36dde
P S5 ei 4487 §-ailia dbd 7o benhas

Dizplay Name

[ Updates and Customer
Feedback

Steps:

Getting Fiun Informatian

Select Tazk

Checking if running an Edge Tra
Read Registy Information

Enter Server and Llser Informatio
Check Connectivity 4 | _;I
Retrieve Information From Active
Task Center Save
Set databaze merge option
Select Database

Select Merge Optionz
Perform pre-merge actions
Display Matching Step

o T

©2007 Microsoft Corporation. 2l rights reserved

Select Al Unselect Al

Previous Perform merge actions

9. Click Perform merge actions.

10.Examine the next screen and troubleshoot accordingly if there are errors.

& Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant i dows Server System
|

1 welame Display Mailbox Merge or Copy Result

L1 Select atask
Server name: pert

Recovery storage group name: Recovery Storage Group

Selected database name in the recovery storage group: Mailbox D atabase
Linked storage group name: First Storage Group

Target database name: Mailbox Database

[ Restart cument task

[ Select a result file to view

[ “iew a report

See also

[] The Exchange
Troubleshooting
Agsistant Help

[ about the Exchange
Troubleshooting
Assistant

L1 Send feedback and

suggestions about this
tool to Microsoft

The merge or copy action has been successfully completed.

tderge Fesults |

Merge Results
Export repart

7 Fird

Mailbox im M.) has been restored

@ Frint report Anrange by:

Severity j

[] Updates and Customer Mailbox [Patty Lovelace] has been restored
k

Feedbacl

Mailbox [Wiggle Worm] has been restored
Steps: Mailbox [wiggle Wworm| has been restored successfully. Status Code: 0. Status Message: This mailbox in the recovery storage group database has been

Cedira e il restored to the target user mailbox,

Read Registry Information
Enter Server and User Inform:

11.Close the Exchange Management Console.

10



e The user mailboxes in a Recovery Storage Group cannot be connected to user accounts in the Active
Directory. The only supported method that can be used to access mailboxes in a Recovery Storage Group
is by using the Exchange Server 2003 version of the Exmerge.exe tool or the Exchange troubleshooting
assistant in the Exchange 2007 Server.

¢ In Exchange 2007, Recovery Storage Groups can no longer be managed using the Exchange
Management Console (formerly known as the Exchange System Manager). Instead, use the Exchange
Troubleshooting Assistant (EXTRA) or the Exchange Management Shell (EMS).

e The databases in a Recovery Storage Group must be manually mounted. The databases cannot be
configured to be automatically mounted.

e Only mailbox stores can be restored to a Recovery Storage Group. A public folder store cannot be
restored to a Recovery Storage Group as that operation is not supported.

e The exmerge.exe tool can move or copy mailbox data between servers regardless of the version of
Exchange Server that is running on the computers.

e When the exmerge.exe tool is used with a Recovery Storage Group, the original mailbox must still be
present in the original database and must still be connected to an Active Directory user account.

"While performing a restore operation on Data Protector 6.1 on Exchange 2007 you may get the following
error:

“[151:214] Recovery SG 'Recovery Storage Group' is configured on the Microsoft Exchange Server”

To resolve this issue, install the Site Specific Patch - SSPNT610_004.

© Copyright 2009 Hewlett-Packard Development Company, L.P. The information
contained herein is subject to change without notice. The only warranties for HP
products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. HP shall not be liable for technical or editorial
errors or omissions contained herein.

Microsoft® is a U.S. registered trademark of Microsoft Corporation. b ®
4AA2-9161ENA, October 2009 ﬁ
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	9. Respond to the Restore wizard if appropriate when necessary and then click Finish.
	10. Observe the restore progress and address any error messages as appropriate.
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	3. Double-click on Database Recovery Management.
	4. Enter an identifying label and click Next.
	5. Click Merge or copy mailbox contents. 
	6. Click Gather merge information. 
	7. Click Perform pre-merge tasks. 
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	9. Click Perform merge actions.
	10. Examine the next screen and troubleshoot accordingly if there are errors.
	11. Close the Exchange Management Console.
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	 The databases in a Recovery Storage Group must be manually mounted. The databases cannot be configured to be automatically mounted.
	 Only mailbox stores can be restored to a Recovery Storage Group. A public folder store cannot be restored to a Recovery Storage Group as that operation is not supported.
	 The exmerge.exe tool can move or copy mailbox data between servers regardless of the version of Exchange Server that is running on the computers.
	 When the exmerge.exe tool is used with a Recovery Storage Group, the original mailbox must still be present in the original database and must still be connected to an Active Directory user account. 

